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SL2 for Azure Government

Microsoft Azure Government meets the highest level of compliance

Microsoft Azure Government is the mission-critical cloud, delivering breakthrough innovation to US government agencies and

their partners. Only US federal, state, local, and tribal governments, and their partners have access to this dedicated instance, with
operations controlled by screened US citizens. Azure Government offers the broadest level of certifications of any cloud provider to
simplify even the most critical government compliance requirements, i.e., FedRAMP, NIST 800.171 (DIB), ITAR, IRS 1075, DoD L4, and
CJIS. In order to provide the highest level of security and compliance, Azure Government uses physically isolated data centers and
networks located in the USA.

Dedicated Instance for US government agencies

With operations controlled by screened US citizens, Azure Government offers the broadest level
of certifications of any cloud provider to simplify even the most critical government compliance
requirements. Physically isolated data centers and networks located in the USA, where only US
federal, state, local, and tribal governments, and their partners have access to their dedicated
instance.

Secure Cloud Computing Architecture

The SCCA certified cloud environment features encryption key management lifecycle services

with optional dedicated hardware security modules and transparent data encryption for Providing the highest level of
security and compliance, Azure

Government uses physically isolated

encryption at rest as standard. Best practices for all cryptography operations, including strong

encryption for all data in motion and transmission across the Internet, is applied. data centers and networks located
in the USA operated by screened US
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Microsoft Azure Government is the mission-critical cloud, delivering breakthrough innovation to US government agencies and
their partners. Only US federal, state, local, and tribal governments, and their partners have access to this dedicated instance, with
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operations controlled by screened US citizens. Azure Government offers the broadest level of certifications of any cloud provider to
simplify even the most critical government compliance requirements, i.e., FedRAMP, NIST 800.171 (DIB), ITAR, IRS 1075, DoD L4, and
CJIS. In order to provide the highest level of security and compliance, Azure Government uses physically isolated data centers and
networks located in the USA.

Dedicated Instance for US government agencies

With operations controlled by screened US citizens, Azure Government offers the broadest level
of certifications of any cloud provider to simplify even the most critical government compliance
requirements. Physically isolated data centers and networks located in the USA, where only US
federal, state, local, and tribal governments, and their partners have access to their dedicated
instance.

Secure Cloud Computing Architecture

The SCCA certified cloud environment features encryption key management lifecycle services
with optional dedicated hardware security modules and transparent data encryption for
encryption at rest as standard. Best practices for all cryptography operations, including strong CellTrust’s patented SecureSMS® and

encryption for all data in motion and transmission across the Internet, is applied. SecureVoice™ technologies secure
internal staff-to-staff app-to-app

. chat, SMS/texts and voice calls,
Zero Trust Architecture while Azure Government provides

Designed to protect by leveraging best practice network segmentation, preventing lateral the highest level of security for
movement, providing layered threat prevention and simplifying granular user-access control. sensitive government information.
The foundational building block Active Directory (AD), vastly enhances network security and

safeguards access to data through identity management and conditional access control for both

devices and users.

Advanced security features and flexibility

Enhanced privacy and security offer isolation at the platform level, including advanced security features and flexible configuration
and scalability to autoscale for dynamic and on-demand expansion of cloud services and resources. Cloud based mobile
communication and messaging helps government cost-effectively deploy and manage a scalable, secure agency-wide solution across
multiple device platforms.

Easily integrates with the leading archiving technologies

Choose from one of CellTrust’s leading archiving technology partners to manage, validate, trace and archive voice, chat, text and
multimedia messages in support of e-discovery and regulatory compliance.
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Our expert US Government mobile security and compliance team is here to listen to your specific agency

requirements, help you evaluate our solutions and deploy. Let’s get started!
+1-480-515-5200, sales@celltrust.com or www.celltrust.com/SL2

HEADQUARTERS CANADA
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