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Secure Mobile Transactions for Banking Benefits of SecureSMS

Just like every industry, banking has gone mobile.
Consumers enjoy the flexibility of accessing their bank
account information anywhere and at anytime. Financial
institutions are recognizing the benefits of using SMS
technology to communicate with their customers.
CellTrust makes SMS secure with SecureSMS”; a highly
secure, enterprise-ready SMS solution suited for mobile

banking operations requiring a high degree of data Securelonlinelpayments
security. Secure authentication

Secure fund transfer
SecureSMS closes the mobile security gap by addressing Secure transaction verification
the inherent limitations of message security and message Secure Credit card

activation or deactivation
Secure credit increase
Fraud protection

length by providing enterprises with full end-to-end
government-grade encryption of all SMS messages.
CellTrust SecureSMS creates a mobile world of trust

across 200+ countries, helping enterprises enable Basic Mobile Banm
. i . Account and security alerts
mobile processes and protect sensitive and often critical

Account updates
Customer service alerts
Transaction alerts
ATM and branch location information
Mortgage alerts
Bank marketing campaigns

information.

Implementation of SecureSMS

SecureSMS consists of two core components: the SecureGateway

Appliance, and the SecureSMS Micro Client (a lightweight app). Feature Comparison Standard SMS  SecureSMS
The SecureSMS Gateway (hosted on premise or by CellTrust) facilitates

|<

AES E tion (12 2 it
SMS routing and connectivity and can be configured to interface with aencRicn 2 cnd 220l ® )
SMS aggregators, modems, or direct to carriers as an SMSC. SMS message size up to 5000 characters (") (V)
A web-based portal requiring a secure login is used for configuration Read/Receipt acknowledgement ® (V)
and management of the SecureSMS Gateway and SecureSMS policies. TV ——— ® )
Discreet message lifespan and recall ® (v)
The SecureSMS Micro Client is a lightweight app that is easily installed Fully secured contact listings ® (V)
on the mobile device, and has been designed to closely mirror the - - —
standard SMS application familiar to all users. Access to the SecureSMS Failed login and remofe wiping % (V)
Micro Client requires the user to enter a unique and personal PIN. Regulatory compliance (HIPAA, Fips, FISMA, SOX) & (/)

Security features include automatic time out that will close the client

after a pre-defined period of inactivity and an automatic data wipe in

the event a pre-defined number of incorrect PIN numbers are entered. Contact CellTrust at:
The SecureSMS Micro Client is available for a variety of popular mobile

devices including Blackberry, J2ME, Windows Phone, Apple, and +1.480.515.5200
Android. sales@celltrust.com

www.celltrust.com

Get started with your

Free 30-day trial today!

©2012 CellTrust Corporation. All rights reserved. CellTrust, the CellTrust logo, and the CellTrust product names and logos are either registered
trademarks or trademarks of CellTrust Corporation. In addition, other companies’ names and products mentioned in this document, if any, may
be either registered trademarks or trademarks of their respective owners.





